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IoT, Intelligent Transport Systems and MaaS (Mobility as a Service)
IoT (Internet of Things) applications are crucial in Intelligent Transport Systems (ITS). MaaS (Mobility
as a Service) is an advanced model of ITS in which public institutions, private operators and citizens
are deeply connected since means of transport are virtualized in mobility resources and provided to
users  through  the  Internet.  This  contribution,  after  a  short  introduction,  addresses  legal  concerns
focusing on three aspects: (1) security of technological platforms and infrastructures, (2) protection of
user’s personal data, (3) communication among devices and in the IoT ecosystem.
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[1] Transport is a social phenomenon as old as humankind, which in recent years has been
noteworthily changed due to the impact of «Information Society».
[2] A  transport  system  becomes  «intelligent»,  according  to  European  Union  law,  when
information is not incidental or external, but a key element.  In an ITS (Intelligent Transport
System) information is as important as the road, the wheel or the brake, since it shapes the
«ecosystem» in which transport «systems» move goods and people.  In such an exchange of
information among transport operators, services providers, public or private infrastructures and





[3] The cutting-edge version of ITS is called MaaS (Mobility-as-a-Service).  In it, the demand for
transport is fulfilled providing a set of «virtualized» resources.  Given the global urbanization
trend, such a model provides an alternative, flexible and sustainable metropolitan transportation
system, allowing people to plan their multimodal journey and to travel without a personal car. In
other terms, passengers can choose any means of transport to reach their destination, using
4
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2. ITS and cybersecurity
either public service, private operators or shared vehicles. In MaaS, transport in itself becomes
a kind of information, so we could argue that data become even more important than wheels. 6
[4] To sum up, the success of MaaS depends not only on a combination of  heterogeneous
components, but also on a strategic policy of balance between private sector and public interest
and, most importantly, on the involvement of people. Users, in fact, have a key element of the
system in their pocket. Without them, the system cannot work.
[5] IoT (Internet of Things) can be considered an enabling technology in the development of
«smart cities» and specifically in Intelligent Transport Systems.  Indeed, as confirmed by WP29
with special regard on personal data protection,  the control of devices, processes and systems
raises several concerns: the control of information – and specifically about the security of the
technological platform where it is managed – the protection of personal data of the community
that uses such platforms – the accuracy of data of roads, traffic and travel – as a matter of travel
safety – and the transparency and accountability of all processes involved.
7
8
[6] In Maas such issues become more relevant due to the fact that, in it, «transport» becomes
«mobility». In other words, if ITS can still be considered as a «mass» transport system, since it
is provided indiscriminately to entire communities, MaaS aspires to offer «personal» mobility,
targeting individual  needs.  To do so,  it  requires not  only a larger  amount  of  data,  but  also
stronger control of information.
[7] In a nutshell, the combination of IoT and MaaS generates a twofold intertwined network: on
one side, interconnected «things»: data, devices, applications, infrastructures, vehicles of all
sorts;  on the other side, interconnected «people»: a community of  travellers moving on the
territory, each of them according to their needs. «Internet of Things» and interconnected users
are an open and complex network whose stability is exposed to any kind of perturbation.
[8] In this paper we intend to focus on three main legal issues in MaaS, namely the security of
ITS, the protection of personal data and the circulation of transport information.
[9] ITS is exposed to security flaws in very different ways. According to a recent study, fourteen
different kind of vulnerabilities have been detected only for in-vehicle systems. 9
[10] In the public transport the problem is thorny, since the vastness of infrastructures required,
the variety of technical architecture adopted by each operator, the lack of awareness by their
personnel, the small budget devoted to protective measures. As emerges from an analysis of
the European Network Information Security Agency (ENISA), five kinds of specific vulnerabilities
can be identified. 10
[11] In  MaaS,  such  issues  are  more  complicated  to  implement  since  public  and  private
operators are deeply intertwined in sharing data, platforms and application. Furthermore, a key
element in this kind of services is the real-time geolocalization of vehicles and users. For this
reason, a vulnerability affecting a single device, if  hijacked, could spread and jeopardize an
entire city in a very short time.
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3. ITS and data protection: the anonymity of MaaS passengers
[12] As an example of a security breach in ITS, it is useful to mention the ransomware attack
suffered by the San Francisco Municipal Transportation Agency (MTA) in 2016,  in which more
than 2 000 computers were infected. In that case, the consequences were marginal, as the
metro management was forced to let passengers travel for free for some days, yet it was proved
that  the  same weaknesses  could  be  exploited  with  much more  dangerous  effects.  In  fact,
shutting down escalators in rush hour could create queues so long to cause panic in the crowd,
and  changing  traffic  signals  could  deviate  trains  and  cause  a  collision.  Even  minimal
vulnerabilities can compromise an entire ecosystem and escalate in potential disasters.
11
[13] The approach to cyber security adopted in recent years by the European Union is based on
the  concept  of  «resilience».  An  institutional  framework  has  been  established  in  order  to
implement not only effective reactions to present threats, but also to prevent future risks and to
promote a «proactive» strategy.
12
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[14] Cyber security is a key concern also in ITS, as confirmed in Directive (EU) 2016/1148 of 6
July  2016,  which  qualifies  «operators  of  Intelligent  Transport  Systems»  as  «operator  of
essential services» (Annex II), including them among the infrastructures to be safeguarded from
incidents or attacks adopting a higher level of security measures.
14
15
[15] In a recent Communication  the European Commission has proposed to include the cyber
security regulation as part of the revision of the General Safety Regulation for motor vehicles. In
such perspective, in our view, security of information systems and safety in means of transport
tend to combine in a joint control of all involved assets: databases, traffic infrastructures, in-
vehicle technologies, hand-held devices, cloud applications, communication protocols. As the
concept of «mobility» is a kind of renovated «transport», also new paradigms in security has to
be developed.
16
[16] Data protection has been taken into consideration by European institutions since the very
beginning of  ITS. Although the protection of  personal data was included among the priority
areas in the ITS Action Plan, it  does not appear as such in «ITS Directive», where on the
contrary we can find an indirect reference to «open data». Despite such an omission, pursuant
the implementation of the ITS Action Plan, in 2014 the European Commission recommended
the adoption of  a «template for  privacy impact assessments for  ITS applications» and of  a
«Privacy-by-Design» philosophy.
[17] In MaaS, the real possibility that the user could be not only profiled, but also «singled out»,
has raised many concerns.  For  example,  it  could  be possible  to  find a pattern in  a  user’s
movements  to  and  from healthcare  facilities,  and  so  correlate  journey  to  certain  illnesses.
Furthermore, a user’s destination could be a cult temple or the office of a syndicate, a political
party or a civil organization. In such cases, and in many others, it seems that the guarantees
provided by GDPR,  either  strictly  legal  (such as  the  consent  of  the  data  subject  [Article  7
GDPR]), or technological (such as «Privacy by Design» [Article 25 GDPR]) are not suitable to
avoid the risk that the «controller» or the «processor» could be punished accordingly.
[18] Following the publication in 2017 of the MaaS Alliance White Paper,  which defines some17
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basic  principles  on  how  data  should  be  managed  within  the  MaaS  ecosystem,  the  Maas
Alliance has recently published a more detailed document called Data Makes MaaS Happen.
In  line  with  issues  related  to  the  development  of  C-ITS,  the  document  states  that  the




[19] According to Art. 5 (1) of the GDPR, personal data shall be collected for specified, explicit
and legitimate purposes and not further processed in a manner that is incompatible with those
purposes; and processed lawfully,  fairly and in a transparent manner in relation to the data
subject.
[20] The same document is particularly relevant to understand the stakeholders' views on data
flows and as a basis to analyse strengths and weaknesses in relation to the GDPR and the
opinions given by the Article 29 Data Protection Working Party (WP) on specific issues like
C-ITS and tracking. It identifies three use cases to demonstrate the data flows: a) the MaaS
operator use case, b) the public transport use case and c) the traffic management use case.
This distinction looks necessary not only for the sake of clarity, but especially in light of the
different purposes of processing personal data in MaaS. In fact, different purposes are likely to
be grounded on different legal basis. With regard to the MaaS operator use case, the MaaS
Alliance acknowledges that the most challenging process is the user account management. In
order to comply with the principles enshrined in the GDPR and to respect the data subject
rights, it is mandatory, for MaaS providers and operators, to deliver clear privacy statements.
One of the ways to build up a solid trust between the service provider and the user would be, for
example, to provide for a user-friendly access to personal data simultaneously to the delivery of
the privacy statement.
[21] With regard to the legal basis for data processing, three different possibilities seem to be
more suitable to be applied: Art. 6 (1) (a) of GDPR (consent by the data subject), Art. 6 (1) (b) of
GDPR (performance of a contract) or Art. 6 (1) (f) of GDPR (legitimate interest).
[22] Of course, consent would seem the easier legal basis to apply. Yet it has to be considered
not only that consent should be freely given, specific, informed, unambiguous, but also that the
data subject has the right to withdraw it at any moment. In addition, the GDPR introduced other
rules related to consent, which in some cases is required to be explicit (processing sensitive
data, automated decision making, transfer of data to countries with non-adequate protection).
[23] Also due to the drawbacks above observed, it seems that the data processing can be easily
justified by the presence of a contract between MaaS provider and passengers.
[24] More difficult to prove, but still possible, the processing could also be based on Art. 6 (1) (f)
of GDPR. This legal basis is less used because the data process should pass the so called
«legitimate interest assessment» that implies three steps:
(1) Purpose test: what is the legitimate interest of the controller?
(2) Necessity test: Is the processing necessary to achieve the purpose? (proportionality and
subsidiarity test)
(3) Balancing test: Do the individual’s interests override the legitimate interest? If so, the legal
basis of the legitimate interest cannot apply. In what way are the rights and freedoms of the
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individuals concerned at stake?
[25] The GDPR requires to pay particular attention to the cases where the data subjects is a
minor (therefore, the use of this legal basis looks risky in cases where the mobility service is
addressed, for example, to families with children or schools). In general we can rely on this
lawful basis to process personal data: if the use of personal data is proportionate, has a minimal
privacy impact, and people would not be surprised (e.g. direct marketing), or where there is a
compelling justification for the processing (e.g. security measures taken by a company).
[26] As observed above, in MaaS, the real possibility that the user could be not only profiled, but
also  «singled  out»,  has  raised  many  concerns,  in  particular  for  the  protection  of  special
categories of data. Location data, so crucial for the success of MaaS, could easily become a
metadata revealing special categories of data, the so called «sensitive data» listed at Art. 9 of
GDPR.
[27] It is therefore urgent that the new ePrivacy Regulation, still stuck at the Council, is adopted.
In fact,  the Art.  29 WP in its  opinion of  April  2017  welcomes the fact  that  the  Proposed
Regulation clearly covers content and associated metadata and recognizes that metadata may
reveal  very  sensitive data.  The WP keeps the same position in  its  subsequent  Opinion on
Processing personal data in the context of Cooperative Intelligent Transport Systems (C-ITS).
The Art.  29 WP also confirms that data transmitted via C-ITS is personal data as the data
subjects can be identified in various ways: 1) by the certificates they are provided by the Public





[28] The  Working  Party  identifies  several  technical  possibilities  to  minimize  the  risks  of
reidentification:
1) In order to prevent long term tracking, authorization tickets are changed over time.
2) The frequency of broadcasting of Cooperative Awareness Messages needs to be adjusted. It
is not enough that a vehicle changes its certificate, because it will still be possible to link the old
and the new certificate.
3) Respect of the data minimization principle, also by means of the application of remedies such
as generalization or noise injection.
[29] The WP identifies several risks related to the development of C-ITS. In fact «kinematic and
location data will be highly valuable to a number of interested parties with diverse intentions and
purposes. Unrestricted and indiscriminate access to data shared within C-ITS may allow for the
unfair accumulation of individual movement profiles, a ‹datification› of  driving behaviours on
which personalized goods and services can be shaped, advertised and sold. Mobility data may
have the same appeal for law and traffic enforcement, beyond the purpose for which C-ITS data
are generated and processed».
[30] Of course, we can acknowledge that, according to the GDPR, automated decision-making
with legal effects or that significantly affect individuals may be acceptable if it is necessary for
entering a  contract  or  the performance of  a  contract  between the data  controller  and data
subject, or if the data subject gave explicit consent, as previously mentioned. It is also important
to remember that automated decision-makings is acceptable if it is authorised by law and if the
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4. ITS and data exchange: Datex II and blockchain
data subject’s rights, freedoms and legitimate interests are fully safeguarded.
[31] However, Art. 13 (2) (f) of the GDPR also provides that among the controller’s obligations
regarding the information to be provided where personal data are collected, data subjects must
be  informed  about  the  existence  of  automated  decision-making,  including  profiling.  The
information  should  not  only  indicate  the  fact  that  there  will  be  a  profiling,  but  also  contain
meaningful information about the logic involved in the profiling and the possible consequences
for individuals of the processing.
23
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[32] In this section we provide a description of the technologies involved in data transactions
among  devices  in  ITS,  drawing  a  perspective  on  future  possible  implementations  with
blockchain technologies.
[33] The aim of Directive 2010/40/EU is to pave the way for the Intelligent Transport Systems
(ITS) technologies providing «innovative services relating to different modes of transport and
traffic management» and enabling «various users to be better informed and make safer, more
coordinated and ‹smarter› use of transport networks» (paragraph (3) of the preamble). Among
the delegated acts enacted by the EU Commission under Article 7 of the Directive, the above
mentioned Regulation (EU) 2015/962 implements the DATEX II ontology in order to ensure the
flawless communication between road-operators .25
[34] DATEX II is an ontology which fits into a chain of communicated traffic/road information
written in XML/UML. The DATEX II  has been developed for  the road operators in  order  to
provide  a  common  understanding  of  data  sent  and  received  between  each  other.  It  is
noteworthy that the DATEX II standard is deployed only between road-operators, while in order
to ensure communication with the end-users another kind of communication model has been
implemented.  The  content/service  aggregators  use  the  TPEG  standard  while  the  service
providers and OEMs (Original Equipment Manufacturer) use the TPEG/C-ITS standard. These
standards are set up to provide appropriate data schemes for the different actors of the mobility.
However, these standards must be harmonized since if one part of the chain cannot treat some
sort of data type which the other provide then the efficiency will be hard to maintain. 26
[35] The  DATEX  II  model covers  the  most  relevant  mobility  aspects:  roadworks,  traffic
management  options,  parking  information,  weather  data,  detector  data  per  second  or  per
vehicle, travel times, VMS settings, involved cars in accidents and characteristics of injured.
These  aspects  are  organized  in  three  main  parts:  the  «Common»  namespace,  the
«LocationReferencing» namespace and the «Payloadpublication» namespace. The Common
namespace  contains  the  most  basic  elements  of  the  data  as  Classes,  DataTypes  and
Enumerations.  The  LocationsReference  in  line  with  its  name  provide  data  scheme for  the
various  elements  of  location.  The  PayLoadPublication  possess  the  «Parking»,  the
«RoadTrafficData», the «Situation» and the «VMS» part so the real important data schemes for
the outside world take places here.
27
[36] As we have noted above, one of the key issue is the interchangeability of the data based
on the different data schemes (DATEX II, TPEG, TPEG/C-ITS). For example back in 2013 there
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5. Conclusions
was problem between TPEG-DATEX II namely that the TPEG may distinguish warning levels
regarding problems in the road whereas in «the current version of DATEX II has no possibility to
mark message as «safety relevant» .28
[37] Concerning  the  future  perspectives,  it  is  common  opinion  that  blockchain  and  smart
contracts  technologies  will  bring  many  advantages:  reducing  tremendously  costs  of
transactions,  integrating  payment  systems  and  KYC  (know-your-customer)  procedures.
Furthermore, they can improve trust among commercial partners in several kind of transactions
– Business to Business (B2B), Business to Customer (B2C) and Customer to Customer (C2C) –
without intermediators. In a report IBM has observed that – particularly in the field of car-sharing
– the deployment of smart contracts may widen the possibilities how and what may be offered
to customers. 29
[38] With specific regard to MaaS, blockchain technology may initiate a breakthrough due to its
efficiency and relatively fast widespreading. Blockchain may render it possible to deploy smart
contracts on the blockchain which make payment and exchange other services in a somewhat
fast and convenient way. Since the blockchain technology may storage, share and check data in
a  different  manner  than  centralized  technology  does,  it  enables  to  maintain  privacy  of  the
customers while through the new way of sharing data it can handle the hardships which may
derive from the variety of the customer’s habits and customs regarding the mobility and the
services provided for them. Blockchain makes the opportunity to connect the fragmented nature
of the services currently on the field although it is hard to predict how the legal systems may
treat  smart  contracts  and  payments  upon  that.  There  is  doubt  whether  the  blockchain
technology and GDPR provisions are in line with each other.
30
31
[39] There are already several start-ups and platforms in this sector:  Car eWallet (to handle
tolls,  parking,  electric  vehicle charging,  car  sharing and in-car  services),  Tesseract  (mobility
platform with transport services ranging from single vehicles to fleets available on the platform),
DAV, Share&Charge, Streamr, and there are many other initiation in usage-based insurance
and automative security & privacy.
32
[40] On the other hand it is quite hard to say if the key figures are really committed to use this
sort of technology. In this year the IBM Institute for Business Value, in collaboration with Oxford
Economics issued a survey in which 1 314 automotive executives across 10 functional areas
and  10  countries  have  been  asked  about  the  possible  implementation  of  blockchain
technology.  According  to  this  survey  «only  a  small  number  of  OEMs  and  suppliers  are
currently  ready  for  blockchain  or  have  blockchain  solutions  that  are  ready  for  commercial
use».  One  question  explicitly  regarded  the  MaaS  field  asking  if  the  executives  expect
blockchain to impact business models in number of areas (including Maas).  From behalf of the
OEMs the highest number of executives expect it from China, India, Japan, Germany, Mexico
and the USA (50%–75%). However, from the suppliers' side only the German and American




[41] The technologies upon which ITS is built include autonomous vehicles, next-generation ICT
connectivity, telecommuting / telehealth, user apps, Big Data, intelligent processing, advanced
manufacturing  (including  3D  printing),  Internet  of  Things,  novel  materials  and  embedded
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sensors in infrastructure. 36
[42] MaaS is a special application of ITS and most of the time it is a user app that represents a
kind of peer-to-peer system, potentially possible thanks to the technological platforms. However,
the  initial  «horizontal»  aspect  (i.e.  peer-to-peer)  is  lost  when  the  owner  of  a  technological
platform is one single agent who is using relevant information for creating added-value to sell to
transport MaaS end-users and MaaS provider. Processing data of the MaaS end-user (peer) in
order  to  provide him a high standard service from a MaaS provider  (peer)  means creating
additional vulnerabilities. For example, the improper use of sensitive data related to pattern trips
(i.e. various origin-destinations such healthcare facilities, cult temple or the office of a syndicate,
a political party or a civil organization, children school) is a legal concern.
[43] In such cases, and in many others, it seems that the guarantees provided by GDPR, either
strictly legal, or technological are not welcome by the «controller» or the «processor» of MaaS
platform. The bottom line is that the more technology you add, the more data you produce, the
more vulnerabilities you end up creating. For example, minimal vulnerability can compromise
the security of technological platforms and infrastructures with the entire ecosystem (see the
Metro issue in San Francisco in 2016). The only way to minimize this vulnerability is to prevent
future risks and promote a proactive strategy for making the Information Transport System more
resilient. The legal framework needs to support as well the communication among devices in an
IoT  ecosystem,  therefore  a  DATEX  II  ontology  has  been  implemented  for  facilitating  the
provision  of  compatible,  interoperable,  and  continuous  real-time  traffic  information  services
across the Union where road authorities and road operators shall provide the dynamic road
status data they collect and update.
[44] The  general  conclusion  of  this  article  suggests  that  ITS generation  of  data  should  be
treated such as our DNA data whose circulation could not be left to the single agent or owner of
platforms that per se create vulnerabilities at the basis of a progressive loss of socio-economic
protections and democracy guaranties.
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transport», Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010 on the
framework for the deployment of Intelligent Transport Systems in the field of road transport and for
interfaces with other modes of transport, in OJ L 207, 6 August 2010, p. 1–13. In order to foster the
application of such legal framework, the EU Commission has adopted five Delegated Regulations:
305/2013 of 26 November 2012 with regard to the harmonised provision for an interoperable EU-wide
eCall, in OJ L 91, 3 April 2013, p. 1–4; 885/2013 of 15 May 2013 with regard to the provision of
information services for safe and secure parking places for trucks and commercial vehicles, in OJ L
247, 18 September 2013, p. 1–5; 886/2013 of 15 May 2013 with regard to data and procedures for the
provision, where possible, of road safety-related minimum universal traffic information free of charge to
users, in OJ L 247, 18 September 2013, p. 6–10; 2015/962 of 18 December 2014 with regard to the
provision of EU-wide real-time traffic information services in OJ L 157, 23 June 2015, p. 21–31;
2017/1926 of 31 May 2017 with regard to the provision of EU-wide multimodal travel information
services, in OJ L 272, 21 October 2017, p. 1–13. See COM(2016) 766 final of 30 November 2016, An
European strategy on Cooperative Intelligent Transport Systems, a milestone towards cooperative,
1
Jusletter IT - IoT, Intelligent Transport Systems and MaaS (Mobi... https://jusletter-it.weblaw.ch/en/issues/2019/IRIS/iot_-intelligent...
9 di 13 01/07/2020, 22:55
connected and automated mobility. See also European Parliament resolution of 13 March 2018 on a
European strategy on Cooperative Intelligent Transport Systems (2017/2067(INI)).
Experts classify three kind of ITS applications: Advanced Driver Assistance Systems (ADAS),
Advanced Traveller Information Systems (ATIS) and Advanced Traffic Management Systems (ATMS),
ALI/AHMAD/MALIK/ALI/REHMAN, Issues, Challenges, and Research Opportunities in Intelligent Transport
System for Security and Privacy, Applied Sciences, volume 8, issue 10, 2018, p. 1–24.
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In its document, MaaS Alliance underlines the need of a high quality data being exchanged and lists
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unlock the vehicle, 8) for payment, 9) for digital ticketing, 10) to provide the user with solid time-critical
information while planning and traveling.
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There are no comments yet
level B aims to provide possibility to amend or enhance the level A layer. While the level C makes the
model more flexible with the opportunity to make a quite completely independent layer from them level
A but allows to still make the part of the DATEX II model.
See the current DATEX II version here: http://d2docs.ndwcloud.nu/_static/umlmodel/v3.0/index.htm.27
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DATEXII-TPEG-TECandTMC_v3.pdf). In 2018 in Utrecht the DATEX II forum was held and as an
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8bfe091467c3 (Suhasini Gadam, 22 April 2018). The examples have been taken from the article.
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Ihr Kommentar wird durch eine Moderatorin bzw. einen Moderator geprüft und in Kürze freigeschaltet.
Jusletter IT - IoT, Intelligent Transport Systems and MaaS (Mobi... https://jusletter-it.weblaw.ch/en/issues/2019/IRIS/iot_-intelligent...
13 di 13 01/07/2020, 22:55
CiteScore
0.1 =
Calculated on 06 May, 2020
CiteScoreTracker 2020
0.1 =
Last updated on 10 June, 2020 • Updated monthly
Source details
Jusletter IT
Scopus coverage years: from 2017 to 2019
Publisher: Weblaw AG
E-ISSN: 1664-848X
Subject area: Social Sciences: Law Computer Science: Computer Science (miscellaneous)







CiteScore CiteScore rank & trend Scopus content coverage
i Improved CiteScore methodology
CiteScore 2019 counts the citations received in 2016-2019 to articles, reviews, conference papers, book chapters and data
papers published in 2016-2019, and divides this by the number of publications published in 2016-2019. ▻Learn more
×
2019 $
18 Citations 2016 - 2019
356 Documents 2016 - 2019
#
19 Citations to date













▻View CiteScore methodology ▻CiteScore FAQ 🔗Add CiteScore to your site















Copyright © . All rights reserved. Scopus® is a registered trademark of Elsevier B.V.
We use cookies to help provide and enhance our service and tailor content. By continuing, you agree to the 
.
↗Terms and conditions ↗Privacy policy 
↗Elsevier B.V 
use
of cookies
